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CITY OF BALTIMORE
CoOUuNCIL BILL 23-0377
(First Reader)

Introduced by: Councilmembers Burnett, Cohen

Introduced and read first time: May 1, 2023

Assigned to: Public Safety and Government Operations Committee

REFERRED TO THE FOLLOWING AGENCIES: City Solicitor, Department of Finance, Department of
Transportation, Baltimore City Information Technology, Mayor’s Office of Neighborhood Safety
and Engagement, Baltimore Police Department, Office of Equity and Civil Rights, Department of
General Services

A BILL ENTITLED
AN ORDINANCE concerning
Surveillance Technology - Procurement

FOR the purpose of creating the Community Advisory Commission on Surveillance; providing
for the membership and duties of the Commission; requiring City Council approval for the
purchase of certain equipment; requiring City agencies to submit certain reports; defining
certain terms; and generally relating to the City’s procurement of surveillance technology.

BY adding
Article 1 - Mayor, City Council, and Municipal Agencies
Section(s) 56A-1 through 56A-6 to be under the new subtitle designation,
“Subtitle 56A. Community Advisory Commission on Surveillance”
Baltimore City Code
(Edition 2000)

BY adding

Article 5 - Finance, Property, and Procurement

Section(s) 42-1 through 42-15 to be under the new subtitle designation,
“Subtitle 42. Surveillance Technology”

Baltimore City Code

(Edition 2000)

SECTION 1. BE IT ORDAINED BY THE MAYOR AND CITY COUNCIL OF BALTIMORE, That the
Laws of Baltimore City read as follows:

EXPLANATION: CAPITALS indicate matter added to existing law.
[Brackets] indicate matter deleted from existing law.
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Council Bill 23-0377

Article 1. Mayor, City Council, and Municipal Agencies
SUBTITLE 56A. COMMUNITY ADVISORY COMMISSION ON SURVEILLANCE
§ 56A-1. COMMISSION ESTABLISHED.
(A) IN GENERAL.
THERE IS BALTIMORE CITY COMMUNITY ADVISORY COMMISSION ON SURVEILLANCE.
(B) DUTIES.
THE COMMISSION ON SURVEILLANCE SHALL PROVIDE THE CITY COUNCIL WITH BROAD
PRINCIPLES TO HELP GUIDE DECISIONS ABOUT IF AND HOW SURVEILLANCE TECHNOLOGIES,
AS DEFINED IN § 42-1 {“DEFINITIONS”} OF THE CITY FINANCE, PROPERTY, AND
PROCUREMENT ARTICLE, SHOULD BE USED BY THE CITY AND ITS MUNICIPAL AGENCIES.
§ 56A-2. COMMISSION COMPOSITION.

(A) IN GENERAL.

(1) THE COMMISSION ON SURVEILLANCE COMPRISES 11 MEMBERS TO BE APPOINTED BY
THE MAYOR IN ACCORDANCE WITH CITY CHARTER ARTICLE IV, §6.

(2) OF THE 11 MEMBERS:

(I) 2 SHALL BE REPRESENTATIVES FROM AN ORGANIZATION THAT FOCUSES ON
REFORMING URBAN MUNICIPAL GOVERNMENTS;

(11) 2 SHALL BE REPRESENTATIVES FROM AN ORGANIZATION SPECIALIZING IN CIVIL
RIGHTS;

(1IT) 2 SHALL BE REPRESENTATIVES FROM AN ORGANIZATION THAT FOCUSES ON
POLICE OVERSIGHT AND ACCOUNTABILITY;

(IV) 1 SHALL BE A PROFESSIONAL WITH EXPERIENCE IN THE INTERSECTION OF
TECHNOLOGY AND ETHICS;

(V) 2 SHALL BE REPRESENTATIVES FROM A COMMUNITY ORGANIZATION; AND

(VI) 2 SHALL BE SELECTED FROM A GROUP OF INDIVIDUALS NOMINATED BY THE
MEMBERS OF THE CITY COUNCIL.

(B) DIVERSITY.

THE MEMBERSHIP OF THE COMMISSION ON SURVEILLANCE SHOULD REFLECT THE
DIVERSITY OF THE CITY’S RESIDENTS AND SPECIAL EFFORTS SHOULD BE MADE TO ENSURE
COMMUNITIES THAT HAVE HISTORICALLY BEEN DISPROPORTIONATELY SUBJECTED TO
GOVERNMENT SURVEILLANCE ARE REPRESENTED.
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Council Bill 23-0377

§ 56A-3. TERM OF MEMBERS.
(A) IN GENERAL.

(1) MEMBERS OF THE COMMISSION ON SURVEILLANCE SHALL SERVE FOR A TERM OF
YEARS, CONCURRENT WITH THE TERMS OF THE MAYOR AND CITY COUNCIL.

(2) AT THE END OF A TERM, A MEMBER CONTINUES TO SERVE UNTIL A SUCCESSOR IS
APPOINTED AND QUALIFIES.

(B) VACANCIES.
A MEMBER APPOINTED TO FILL A VACANCY IN A TERM:

(1) MUST MEET THE SAME QUALIFICATIONS AS THOSE REQUIRED FOR THE MEMBER
BEING SUCCEEDED; AND

(2) SERVES ONLY FOR THE REST OF THE TERM AND UNTIL A SUCCESSOR IS APPOINTED
AND QUALIFIES.

(C) TERM LIMITS.
NO APPOINTED MEMBER MAY SERVE FOR MORE THAN 2 CONSECUTIVE FULL TERMS.
§ 56A-4. OFFICERS.
ANNUALLY, THE COMMISSION ON SURVEILLANCE ELECT FROM AMONG ITS MEMBERS:
(1) A MEMBER TO SERVE AS THE COMMISSION’S CHAIR;
(2) A MEMBER TO SERVE AS THE COMMISSION’S VICE-CHAIR; AND

(3) ANY OTHER OFFICERS THAT THE COMMISSION CONSIDERS NECESSARY OR
APPROPRIATE.

§ 56A-5. MEETINGS, QUORUM, ETC.
(A) MEETINGS.

(1) THE COMMISSION ON SURVEILLANCE SHALL HOLD PUBLIC MEETINGS AT LEAST ONCE
QUARTERLY.

(2) ALL MEETINGS OF THE COMMISSION MUST BE CONDUCTED IN ACCORDANCE WITH THE
STATE OPEN MEETINGS ACT, TITLE 3 OF THE GENERAL PROVISIONS ARTICLE OF THE
MARYLAND CODE.

(B) QUORUM.

A MAJORITY OF THE COMMISSION’S AUTHORIZED MEMBERSHIP CONSTITUTES A QUORUM
FOR THE TRANSACTION OF BUSINESS.
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Council Bill 23-0377

(C) VOTING.

AN AFFIRMATIVE VOTE BY A MAJORITY OF A QUORUM IS NEEDED FOR ANY OFFICIAL
ACTION.

(D) RULES OF PROCEDURE.
THE COMMISSION MAY ADOPT RULES OF PROCEDURE FOR THE CONDUCT OF ITS MEETINGS.
§ S56A-6. ANNUAL ASSESSMENT AND GUIDANCE.
NO LATER THAN SEPTEMBER 15 OF EACH YEAR, THE COMMISSION ON SURVEILLANCE SHALL
PRODUCE AND SUBMIT TO THE CITY COUNCIL A SURVEILLANCE TECHNOLOGY COMMUNITY

EQUITY IMPACT ASSESSMENT AND POLICY GUIDANCE, WHICH SHALL ADDRESS:

(1) WHICH COMMUNITIES AND GROUPS IN THE CITY, IF ANY, WERE DISPROPORTIONATELY
IMPACTED BY THE USE OF SURVEILLANCE TECHNOLOGY

(2) WHAT DISPARITIES THE COMMUNITIES AND GROUPS REFERENCE IN PARAGRAPH 1 OF
THIS SUBSECTION PERCEIVED OR EXPERIENCED:;

(3) THE ADVERSE IMPACT ON THE CIVIL LIBERTIES OF THE COMMUNITIES AND GROUPS
REFERENCED IN PARAGRAPH 1 OF THIS SUBSECTION;

(4) ADJUSTMENTS TO LAWS AND POLICIES THAT THE AGENCY MUST MAKE TO ADDRESS
ANY IDENTIFIED DISPARITIES;

(5) ADDITIONAL FUNDING, IMPLEMENTATION STRATEGIES, AND ACCOUNTABILITY
MECHANISMS THAT ARE NEEDED TO ADDRESS ANY IDENTIFIED DISPARITIES; AND

(6) NEW APPROACHES AND CONSIDERATIONS THE CITY COUNCIL SHOULD BRING TO
FUTURE REVIEWS OF REQUESTS SUBMITTED BY AGENCIES PURSUANT TO § 42-2
{“MANDATORY CITY COUNCIL APPROVAL”} OF THE CITY FINANCE, PROPERTY, AND
PROCUREMENT ARTICLE.

Baltimore City Code
Article 5. Finance, Property, and Procurement
SUBTITLE 42. SURVEILLANCE TECHNOLOGY
§ 42-1. DEFINITIONS.

(A) IN GENERAL.

IN THIS SUBTITLE THE FOLLOWING WORDS HAVE THE MEANINGS INDICATED.
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Council Bill 23-0377

(B) AGENCY.
“AGENCY” MEANS A:
(1) DEPARTMENT OF THE CITY GOVERNMENT;
(2) BUREAU OF THE CITY GOVERNMENT;
(3) DIVISION OF THE CITY GOVERNMENT; AND
(4) UNIT OF THE CITY GOVERNMENT.
(C) DISCRIMINATORY.
“DISCRIMINATORY”” MEANS:
(1) DISPARATE TREATMENT OF ANY INDIVIDUAL BECAUSE OF ANY REAL OR PERCEIVED
TRAIT, CHARACTERISTIC, OR STATUS AS TO WHICH DISCRIMINATION IS PROHIBITED
UNDER:
(1) THE CONSTITUTION OR ANY LAW OF THE UNITED STATES;
(I) THE CONSTITUTION OR ANY LAW OF THE STATE OF MARYLAND; OR
(II1) THE BALTIMORE CITY CHARTER OR ANY LAW OF BALTIMORE CITY;
(2) DISPARATE TREATMENT OF ANY INDIVIDUAL BECAUSE OF ANY REAL OR PERCEIVED
ASSOCIATION WITH AN INDIVIDUAL DESCRIBED IN PARAGRAPH (1) OF THIS

SUBSECTION;

(3) DISPARATE IMPACT ON ANY INDIVIDUAL HAVING TRAITS, CHARACTERISTICS, OR
STATUS DESCRIBED IN PARAGRAPH (1) OF THIS SUBSECTION.

(D) DISPARATE IMPACT.
“DISPARATE IMPACT” MEANS AN ADVERSE EFFECT THAT IS DISPROPORTIONATELY
EXPERIENCED BY AN INDIVIDUAL DESCRIBED IN SUBSECTION (C)(1) OF THIS SECTION, THAN
BY A SIMILARLY SITUATED INDIVIDUAL NOT HAVING SUCH TRAITS, CHARACTERISTICS, OR
STATUS.

(E) NEW SURVEILLANCE TECHNOLOGY.
(1) IN GENERAL.

“NEW SURVEILLANCE TECHNOLOGY”” MEANS ANY TYPE OF SURVEILLANCE
TECHNOLOGY THAT WAS NOT PREVIOUSLY APPROVED BY THE CITY COUNCIL.
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(2) EXCLUSION.

2 A SURVEILLANCE TECHNOLOGY IS NOT CONSIDERED NEW SURVEILLANCE
3 TECHNOLOGY WHEN ITS CAPABILITIES AND FUNCTIONALITY DO NOT DIFFER IN ANY
4 SIGNIFICANT WAY FROM A VERSION OF AN EQUIVALENT SURVEILLANCE TECHNOLOGY
5 THAT WAS PREVIOUSLY APPROVED BY THE CITY COUNCIL.
6 (F) SURVEILLANCE DATA.
7 “SURVEILLANCE DATA” MEANS ANY ELECTRONIC DATA THAT SURVEILLANCE
8 TECHNOLOGY:
9 (1) COLLECTED;
10 (2) CAPTURED;
11 (3) RECORDED;
12 (4) RETAINED;
13 (5) PROCESSED;
14 (6) INTERCEPTED;
15 (7) ANALYZED; OR
16 (8) SHARED.
17 (G) SURVEILLANCE TECHNOLOGY.
18 (1) IN GENERAL.
19
20 “SURVEILLANCE TECHNOLOGY”” MEANS:
21 (I) ANY ELECTRONIC SURVEILLANCE DEVICE, HARDWARE, OR SOFTWARE THAT IS
22 CAPABLE OF COLLECTING, CAPTURING, RECORDING, RETAINING, PROCESSING,
23 INTERCEPTING, ANALYZING, MONITORING, OR SHARING AUDIO, VISUAL,
24 DIGITAL, LOCATION, THERMAL, BIOMETRIC, BEHAVIORAL, OR SIMILAR
25 INFORMATION OR COMMUNICATIONS SPECIFICALLY ASSOCIATED WITH, OR
26 CAPABLE OF BEING ASSOCIATED WITH, ANY SPECIFIC INDIVIDUAL OR GROUP;
27 AND
28 (I) ANY SYSTEM, DEVICE, OR VEHICLE THAT IS EQUIPPED WITH AN ELECTRONIC

29 SURVEILLANCE DEVICE, HARDWARE, OR SOFTWARE.

dIr21-0785(3)~1st/06Mar24 6
Art5/cc23-0377~1st Reader/rf:hn (not approved) - -



—

W

10

11

12

13

14

15

16

17

18

19

20

21
22

23

24

25

26
27

Council Bill 23-0377

(2) INCLUSIONS.

“SURVEILLANCE TECHNOLOGY”” INCLUDES:

dIr21-0785(3)~1st/06Mar24

(I) INTERNATIONAL MOBILE SUBSCRIBER IDENTITY (IMSI) CATCHERS AND OTHER

CELL SITE SIMULATORS;

(I1) AUTOMATIC LICENSE PLATE READERS;

(II1) ELECTRONIC TOLL READERS;

(IV) CLOSED-CIRCUIT TELEVISION CAMERAS;

(V) BIOMETRIC SURVEILLANCE TECHNOLOGY, INCLUDING:
(A)  FACIAL-RECOGNITION SOFTWARE AND DATABASES;
(B)  VOICE-RECOGNITION SOFTWARE AND DATABASES;
(C)  IRIS-RECOGNITION SOFTWARE AND DATABASES; AND
(D)  GAIT-RECOGNITION SOFTWARE AND DATABASES;

(VI) MOBILE DNA CAPTURE TECHNOLOGY;

(VII) GUNSHOT DETECTION AND LOCATION HARDWARE AND SERVICES;

(VIII) X-RAY VANS;

(IX) VIDEO AND AUDIO MONITORING AND RECORDING TECHNOLOGY, SUCH AS:
(A)  SURVEILLANCE CAMERAS;
(B)  WIDE-ANGLE CAMERAS; AND
(C)  WEARABLE BODY CAMERAS;

(X) SURVEILLANCE ENABLED OR CAPABLE LIGHTBULBS OR LIGHT FIXTURES;

(XI) TOOLS, INCLUDING SOFTWARE AND HARDWARE, USED TO GAIN UNAUTHORIZED

ACCESS TO A COMPUTER, COMPUTER SERVICE, OR COMPUTER NETWORK;
(XII) SOCIAL MEDIA MONITORING SOFTWARE;
(XI1I) THROUGH-THE-WALL RADAR OR SIMILAR IMAGING TECHNOLOGY;
(XIV) PASSIVE SCANNERS OF RADIO NETWORKS;

(XV) LONG-RANGE BLUETOOTH AND OTHER WIRELESS-SCANNING DEVICES;
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Council Bill 23-0377

(XVI) RADIO-FREQUENCY I.D. SCANNERS, AND

(XVII) SOFTWARE DESIGNED TO INTEGRATE OR ANALYZE DATA FROM
SURVEILLANCE TECHNOLOGY, INCLUDING SURVEILLANCE TARGET
TRACKING AND PREDICTIVE POLICING SOFTWARE.

(2) EXCLUSIONS.
“SURVEILLANCE TECHNOLOGY”” DOES NOT INCLUDE THE FOLLOWING DEVICES OR
HARDWARE, UNLESS THEY HAVE BEEN EQUIPPED WITH, OR ARE MODIFIED TO BECOME
OR INCLUDE, A SURVEILLANCE TECHNOLOGY AS DEFINED IN PARAGRAPH (1) OF THIS
SUBSECTION:
(1) ROUTINE OFFICE HARDWARE, SUCH AS TELEVISIONS, COMPUTERS, AND
PRINTERS, THAT IS IN WIDESPREAD PUBLIC USE AND WILL NOT BE USED FOR
ANY SURVEILLANCE OR SURVEILLANCE-RELATED FUNCTIONS;
(I1) PARKING TICKET DEVICE;
(IIT) MANUALLY-OPERATED, NON-WEARABLE, HANDHELD DIGITAL CAMERAS,
AUDIO RECORDERS, AND VIDEO RECORDERS THAT ARE NOT DESIGNED TO BE
USED SURREPTITIOUSLY AND WHOSE FUNCTIONALITY IS LIMITED TO
MANUALLY CAPTURING AND MANUALLY DOWNLOADING VIDEO OR AUDIO
RECORDINGS;
(IV) SURVEILLANCE DEVICES THAT CANNOT RECORD OR TRANSMIT AUDIO OR
VIDEO OR BE REMOTELY ACCESSED, SUCH AS IMAGE STABILIZING BINOCULARS
OR NIGHT VISION GOGGLES;

(V) MUNICIPAL AGENCY DATABASES THAT DO NOT AND WILL NOT CONTAIN ANY
DATA OR OTHER INFORMATION THAT SURVEILLANCE TECHNOLOGY:

(A)  COLLECTED;
(B)  CAPTURED;
(C)  RECORDED;
(D)  RETAINED;
(E)  PROCESSED;
(F)  INTERCEPTED; OR
(G)  ANALYZED; AND
(VI) MANUALLY-OPERATED TECHNOLOGICAL DEVICES THAT ARE USED PRIMARILY
FOR INTERNAL MUNICIPAL ENTITY COMMUNICATIONS AND ARE NOT DESIGNED

TO SURREPTITIOUSLY COLLECT SURVEILLANCE DATA, SUCH AS RADIOS AND
EMAIL SYSTEMS.
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Council Bill 23-0377

(H) VIEWPOINT-BASED.
“VIEWPOINT-BASED”” MEANS TARGETED AT ANY COMMUNITY OR GROUP OR ITS MEMBERS
BECAUSE OF THEIR EXERCISE OF RIGHTS PROTECTED UNDER THE FIRST AMENDMENT OF
THE UNITED STATES CONSTITUTION.
§ 42-2. MANDATORY CITY COUNCIL APPROVAL.
FOLLOWING THE APPROVAL BY THE BOARD OF ESTIMATES AS DESCRIBED IN ARTICLE VI OF
THE CITY CHARTER, AN AGENCY MUST OBTAIN THE APPROVAL OF A SIMPLE MAJORITY OF THE
QUORUM OF THE CITY COUNCIL PRIOR TO:
(1) SEEKING FUNDS FOR NEW SURVEILLANCE TECHNOLOGY, INCLUDING:
(I) APPLYING FOR A GRANT;
(II) ACCEPTING STATE OR FEDERAL FUNDS; AND

(1IT) ACCEPTING IN-KIND OR OTHER DONATIONS;

(2) ACQUIRING OR BORROWING NEW SURVEILLANCE TECHNOLOGY, WHETHER OR NOT
THAT ACQUISITION IS MADE THROUGH THE EXCHANGE OF MONEY,

(3) USING NEW OR EXISTING SURVEILLANCE TECHNOLOGY FOR A PURPOSE OR IN A
MANNER NOT PREVIOUSLY APPROVED BY THE CITY COUNCIL IN ACCORDANCE WITH
THIS ACT, INCLUDING THE SHARING OF SURVEILLANCE DATA; OR
(4) SOLICITING PROPOSALS FOR OR ENTERING INTO AN AGREEMENT WITH ANY OTHER
PERSON OR ENTITY TO ACQUIRE, SHARE, OR OTHERWISE USE SURVEILLANCE
TECHNOLOGY OR SURVEILLANCE DATA.
§ 42-3. PUBLIC HEARING REQUIRED.
BEFORE APPROVING AN AGENCY’S REQUEST TO USE SURVEILLANCE TECHNOLOGY, AS
DESCRIBED IN § 42-2 {“MANDATORY CITY COUNCIL APPROVAL”}, THE CITY COUNCIL MUST
HOLD A PUBLIC MEETING CONSISTENT WITH TITLE 3 OF THE STATE GENERAL PROVISIONS
ARTICLE {“OPEN MEETINGS ACT”} TO ALLOW STAKEHOLDERS AND MEMBERS OF THE PUBLIC
TO VOICE THEIR OPINIONS OF THE PROPOSED ACTION.
§ 42-4. REQUIRED SUBMISSION.
(A) IN GENERAL.

AN AGENCY SEEKING CITY COUNCIL APPROVAL TO USE SURVEILLANCE TECHNOLOGY
MUST SUBMIT TO THE CITY COUNCIL AND MAKE PUBLICLY AVAILABLE:

(1) A SURVEILLANCE IMPACT REPORT; AND
(2) A SURVEILLANCE USE POLICY.

dIr21-0785(3)~1st/06Mar24 9
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(B) APPROVAL.

AN AGENCY MAY NOT USE SURVEILLANCE TECHNOLOGY WITHOUT THE CITY COUNCIL’S
EXPRESS APPROVAL OF THE AGENCY’S:

(1) SURVEILLANCE IMPACT REPORT; AND
(2) SURVEILLANCE USE POLICY.
(C) REVISIONS.
PRIOR TO APPROVING OR REJECTING AN AGENCY’S SURVEILLANCE IMPACT REPORT OR
SURVEILLANCE USE POLICY, THE CITY COUNCIL MAY REQUEST REVISIONS BE MADE TO
THE DOCUMENTS BY THE AGENCY.
§ 42-5. SURVEILLANCE IMPACT REPORT.
THE SURVEILLANCE IMPACT REPORT SHALL BE A PUBLICLY-RELEASED, LEGALLY
ENFORCEABLE WRITTEN REPORT REGARDING THE PROPOSED USE OF SURVEILLANCE
TECHNOLOGY THAT INCLUDES:

(1) A DESCRIPTION OF THE SURVEILLANCE TECHNOLOGY AND HOW IT WORKS;

(2) THE PROPOSED PURPOSE OR PURPOSES OF THE USE OF THE SURVEILLANCE
TECHNOLOGY;

(3) IF THE SURVEILLANCE TECHNOLOGY WILL NOT BE UNIFORMLY DEPLOYED OR
TARGETED THROUGHOUT THE CITY, THE FACTORS THAT THE AGENCY WILL USE TO
DETERMINE WHERE THE TECHNOLOGY IS DEPLOYED OR TARGETED;

(4) THE FISCAL IMPACT OF THE USE OF SURVEILLANCE TECHNOLOGY; AND

(5) A LEGAL ASSESSMENT SPECIFYING:

(I) ANY POTENTIAL ADVERSE IMPACTS THE SURVEILLANCE TECHNOLOGY, IF
DEPLOYED, MIGHT HAVE ON CIVIL LIBERTIES AND CIVIL RIGHTS; AND

(I1) THE SPECIFIC, AFFIRMATIVE MEASURES THE AGENCY WILL IMPLEMENT TO
SAFEGUARD THE PUBLIC FROM POTENTIAL ADVERSE IMPACTS ON CIVIL
LIBERTIES AND CIVIL RIGHTS.
§ 42-6. SURVEILLANCE USE POLICY.
(A) IN GENERAL.
THE SURVEILLANCE USE POLICY SHALL BE A PUBLICLY-RELEASED, LEGALLY

ENFORCEABLE WRITTEN POLICY GOVERNING THE AGENCY’S USE OF THE SURVEILLANCE
TECHNOLOGY THAT INCLUDES AND ADDRESSES THE FOLLOWING:
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(1) THE SPECIFIC PURPOSE THE SURVEILLANCE TECHNOLOGY IS INTENDED TO
ADVANCE;

(2) THE SPECIFIC CAPABILITIES AND USES OF THE SURVEILLANCE TECHNOLOGY FOR
WHICH THE AGENCY IS SEEKING APPROVAL;

(3) THE LEGAL AND PROCEDURAL RULES THE AGENCY WILL USE TO GOVERN EACH
AUTHORIZED USED OF THE SURVEILLANCE TECHNOLOGY;

(4) THE POTENTIAL USES OF THE SURVEILLANCE TECHNOLOGY THAT WILL BE
PROHIBITED, SUCH AS WARRANTLESS SURVEILLANCE OF PUBLIC EVENTS AND
GATHERINGS;

(5) HOW AND UNDER WHAT CIRCUMSTANCES SURVEILLANCE DATA THAT WAS
COLLECTED, CAPTURED, RECORDED, OR INTERCEPTED BY THE SURVEILLANCE
TECHNOLOGY WILL BE ANALYZED AND REVIEWED;

(6) THE TYPES OF SURVEILLANCE DATA THAT THE SURVEILLANCE TECHNOLOGY WILL:

(I) COLLECT:
(II) CAPTURE;
(IIT) RECORD;
(IV) INTERCEPT; OR

(V) RETAIN;

(7) THE DATA THAT MAY BE INADVERTENTLY COLLECTED DURING AUTHORIZED USES

OF THE SURVEILLANCE TECHNOLOGY AND THE MEASURES THAT WILL BE TAKEN TO

MINIMIZE SUCH INADVERTENT COLLECTION OF DATA;

(8) HOW THE AGENCY WILL EXPEDITIOUSLY IDENTIFY AND DELETE DATA THAT WAS

INADVERTENTLY COLLECTED DURING AN AUTHORIZED USE OF THE SURVEILLANCE

TECHNOLOGY;

(9) THE SAFEGUARDS THE AGENCY WILL USE TO PROTECT SURVEILLANCE DATA FROM
UNAUTHORIZED ACCESS, INCLUDING:

(I) ENCRYPTION;
(I) ACCESS CONTROL MECHANISMS; AND
(IIT) ANY OTHER NECESSARY SECURITY MEASURES;

(10) THE RULES AND PROCEDURES THE AGENCY WILL USE TO GOVERN THE RETENTION
OF SURVEILLANCE DATA, INCLUDING:
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(I) THE TIME PERIOD THE DATA WILL BE RETAINED AND A STATEMENT
EXPLAINING WHY THE DESIGNATED RETENTION PERIOD IS NO GREATER
THAN THAT WHICH IS ABSOLUTELY NECESSARY TO ACHIEVE THE SPECIFIC
PURPOSE STATED PURSUANT TO PARAGRAPH (1) OF THIS SUBSECTION;

(II) THE SPECIFIC CONDITIONS THAT MUST BE MET TO RETAIN SURVEILLANCE
DATA BEYOND THE RETENTION PERIOD STATED PURSUANT TO
SUBPARAGRAPH (10)(I) OF THIS SUBSECTION; AND

(1I1) THE PROCESS BY WHICH SURVEILLANCE DATA WILL BE REGULARLY
DELETED AFTER THE RETENTION PERIOD AND THE AUDITING PROCEDURES
THAT WILL BE IMPLEMENTED TO ENSURE THE DATA IS NOT IMPROPERLY
RETAINED; AND

(11) THE LEGAL STANDARD A GOVERNMENT ENTITY OR THIRD PARTY MUST MEET TO
ACCESS SURVEILLANCE DATA;

(12) THE MECHANISMS THE AGENCY WILL IMPLEMENT TO ENSURE THE SURVEILLANCE
USE POLICY IS FOLLOWED, INCLUDING:

(I) INDEPENDENT PERSONS OR ENTITIES THAT WILL BE GIVEN OVERSIGHT
AUTHORITY; AND

(I1) SANCTIONS THAT THE AGENCY WILL PUT INTO PLACE FOR VIOLATIONS OF
THE POLICY; AND

(13) THE PROCEDURES THAT THE AGENCY WILL PUT INTO PLACE TO ENSURE THAT:

(I) MEMBERS OF THE PUBLIC HAVE THE ABILITY TO REGISTER COMPLAINTS,
CONCERNS, AND QUESTIONS ABOUT THE DEPLOYMENT OR USE OF SPECIFIC
SURVEILLANCE TECHNOLOGY; AND

(II) THE AGENCY RESPONDS TO EACH QUESTION AND COMPLAINT IN A TIMELY
MANNER.

(B) DATA SHARING.

IF THE AGENCY REQUESTING APPROVAL OF A SURVEILLANCE ACTION IS ALSO SEEKING
AUTHORIZATION TO SHARE ACCESS TO SURVEILLANCE TECHNOLOGY OR SURVEILLANCE
DATA WITH ANY OTHER GOVERNMENTAL AGENCY, DEPARTMENT, BUREAU, DIVISION, OR
UNIT, THE AGENCY WILL DETAIL THE FOLLOWING IN THE SURVEILLANCE USE POLICY:

(1) HOW THE AGENCY WILL REQUIRE THAT THE COLLECTION, RETENTION, AND
STORAGE OF SURVEILLANCE DATA WILL BE CONDUCTED IN COMPLIANCE WITH THE
PRINCIPLES SET FORTH IN 27 C.F.R. PART 23 {“CRIMINAL INTELLIGENCE SYSTEMS
OPERATING POLICY”};

(2) WHICH GOVERNMENTAL AGENCIES, DEPARTMENTS, BUREAUS, DIVISIONS, OR UNITS
WILL BE APPROVED FOR:
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(I) SURVEILLANCE TECHNOLOGY SHARING; AND
(II) SURVEILLANCE DATA SHARING;

(3) HOW SUCH SHARING IS NECESSARY FOR THE STATED PURPOSE AND USE OF THE
SURVEILLANCE TECHNOLOGY;

(4) HOW THE AGENCY WILL ENSURE ANY ENTITY THAT HAS ACCESS TO THE
SURVEILLANCE TECHNOLOGY OR SURVEILLANCE DATA COMPLIES WITH THE
APPLICABLE SURVEILLANCE USE POLICY AND DOES NOT FURTHER DISCLOSE THE
SURVEILLANCE DATA TO UNAUTHORIZED PERSONS AND ENTITIES; AND

(5) THE PROCESSES THE AGENCY WILL USE TO SEEK THE CITY COUNCIL AND CITY’S
APPROVAL OF FUTURE SURVEILLANCE TECHNOLOGY OR SURVEILLANCE DATA
AGREEMENTS.

§ 42-7. IDENTIFICATION OF LEAD AGENCY.
(A) IN GENERAL.

IF MORE THAN 1 AGENCY WILL HAVE ACCESS TO THE SURVEILLANCE TECHNOLOGY OR
SURVEILLANCE DATA, A LEAD AGENCY SHALL BE IDENTIFIED.

(B) RESPONSIBILITY OF LEAD AGENCY.
THE LEAD AGENCY SHALL BE RESPONSIBLE FOR:
(1) MAINTAINING THE SURVEILLANCE TECHNOLOGY; AND

(2) ENSURING COMPLIANCE WITH ALL RELATED LAWS, REGULATIONS, AND
PROTOCOLS.

§ 42-8. APPROVAL CRITERIA.
(A) IN GENERAL.

THE CITY COUNCIL SHALL APPROVE A REQUEST TO FUND, ACQUIRE, OR USE A
SURVEILLANCE TECHNOLOGY IF THE COUNCIL DETERMINES THAT:

(1) THE BENEFITS OF THE SURVEILLANCE TECHNOLOGY OUTWEIGH ITS COSTS;
(2) THE PROPOSAL WILL SAFEGUARD CIVIL LIBERTIES AND CIVIL RIGHTS; AND
(3) THE USES AND DEPLOYMENTS OF THE SURVEILLANCE TECHNOLOGY WILL NOT BE

BASED UPON DISCRIMINATORY OR VIEWPOINT-BASED FACTORS OR HAVE A
DISPARATE IMPACT ON ANY COMMUNITY OR GROUP.
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(B) DOCUMENTS TO BE MADE PUBLIC.
ALL SURVEILLANCE IMPACT REPORTS AND SURVEILLANCE USE POLICIES MUST BE MADE
AVAILABLE TO THE PUBLIC ON A DESIGNATED PAGE ON THE CITY COUNCIL’S WEBSITE FOR
AS LONG AS THE RELATED SURVEILLANCE TECHNOLOGY IS IN USE.

(C) ACKNOWLEDGMENT OF RISK.
THE CITY COUNCIL’S APPROVAL OF FUNDING, ACQUISITION, OR USE OF A SURVEILLANCE
TECHNOLOGY WHERE THE RISK OF POTENTIAL ADVERSE IMPACTS ON CIVIL RIGHTS OR
CIVIL LIBERTIES HAS BEEN IDENTIFIED IN THE SURVEILLANCE IMPACT REPORT IS NOT AN
ACQUIESCENCE TO SUCH IMPACTS, BUT IS AN ACKNOWLEDGMENT THAT A RISK OF SUCH
IMPACTS EXISTS AND MUST BE PROACTIVELY AVOIDED.

§ 42-9. ANNUAL SURVEILLANCE REPORT.
(A) IN GENERAL.

AN AGENCY THAT OBTAINS APPROVAL FOR THE USE OF A SURVEILLANCE TECHNOLOGY
MUST:

(1) SUBMIT AN ANNUAL SURVEILLANCE REPORT FOR EACH SPECIFIC SURVEILLANCE
TECHNOLOGY USED BY THE AGENCY TO THE CITY COUNCIL;

(2) MAKE THE REPORT AVAILABLE TO THE PUBLIC ON ITS WEBSITE; AND

(3) SUBMIT A COPY OF THE REPORT TO THE DEPARTMENT OF LEGISLATIVE REFERENCE
FOR RETENTION.

(B) SUBMISSION TIME LINE.

THE REPORT REQUIRED BY SUBSECTION (A) OF THIS SECTION SHALL BE SUBMITTED TO THE
CITY COUNCIL:

(1) WITHIN 12 MONTHS OF THE CITY COUNCIL’S APPROVAL OF THE SURVEILLANCE
TECHNOLOGY; AND

(2) ON OR BEFORE MARCH 15 OF EACH YEAR.
(C) CONTENT.

THE REPORT REQUIRED BY SUBSECTION (A) OF THIS SECTION SHALL CONTAIN THE
FOLLOWING INFORMATION FOR THE PREVIOUS CALENDAR YEAR:

(1) A SUMMARY OF HOW THE SURVEILLANCE TECHNOLOGY WAS USED;

(2) WHETHER AND HOW OFTEN COLLECTED SURVEILLANCE DATA WAS SHARED WITH
AND RECEIVED FROM ANY EXTERNAL PERSONS OR ENTITIES, INCLUDING:

(I) THE NAME OF ANY RECIPIENT PERSON OR ENTITY;
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(II) THE TYPE OF DATA DISCLOSED;

(1IT) THE LEGAL STANDARD UNDER WHICH THE INFORMATION WAS DISCLOSED;
AND

(IV) THE JUSTIFICATION FOR THE DISCLOSURE;

(3) IF APPLICABLE, A BREAKDOWN OF WHERE THE SURVEILLANCE TECHNOLOGY WAS
DEPLOYED GEOGRAPHICALLY;

(4) A SUMMARY OF COMPLAINTS OR CONCERNS THAT WERE RECEIVED ABOUT THE
SURVEILLANCE TECHNOLOGY;

(5) INFORMATION ABOUT VIOLATIONS OF THE SURVEILLANCE USE POLICY AND ANY
ACTIONS TAKEN IN RESPONSE;

(6) AN ANALYSIS OF ANY DISCRIMINATORY, DISPARATE, AND OTHER ADVERSE
IMPACTS THE USE OF THE TECHNOLOGY MAY HAVE HAD ON THE PUBLIC’S CIVIL
RIGHTS AND CIVIL LIBERTIES; AND

(7) TOTAL ANNUAL COSTS FOR THE SURVEILLANCE TECHNOLOGY, INCLUDING COSTS
FOR PERSONNEL, AND THE SOURCE OF FUNDING THAT THE AGENCY WILL USE TO
FUND THE USE OF THE SURVEILLANCE TECHNOLOGY IN THE COMING YEAR.
(D) COMMUNITY ENGAGEMENT MEETING.
WITHIN 30 DAYS OF SUBMITTING AND PUBLICLY RELEASING THE REPORT REQUIRED BY
SUBSECTION (A) OF THIS SECTION, AN AGENCY MUST HOLD ONE OR MORE WELL-
PUBLICIZED AND CONVENIENTLY LOCATED COMMUNITY ENGAGEMENT MEETINGS AT
WHICH THE GENERAL PUBLIC IS INVITED TO DISCUSS:
(1) THE ANNUAL SURVEILLANCE REPORT; AND
(2) THE AGENCY’S USE OF SURVEILLANCE TECHNOLOGY.
(E) REVIEW.
(1) IN GENERAL.
AFTER RECEIVING THE REPORT REQUIRED BY SUBSECTION (A) OF THIS SECTION, THE
CITY COUNCIL SHALL DETERMINE WHETHER EACH SURVEILLANCE TECHNOLOGY USED
BY THE AGENCY HAS MET THE STANDARD FOR APPROVAL SET FORTH IN § 42-8
{“APPROVAL CRITERIA”} OF THIS SUBTITLE.
(2) MODIFICATION OR DISCONTINUATION.
IF THE CITY COUNCIL DETERMINES THAT THE AGENCY HAS NOT MET THE STANDARD

FOR APPROVAL SET FORTH IN § 42-8 {“APPROVAL CRITERIA”’} OF THIS SUBTITLE, THE
CITY COUNCIL MUST:
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(I) DIRECT THE AGENCY TO DISCONTINUE THE USE OF THE SURVEILLANCE
TECHNOLOGY; OR

(I1) REQUIRE THE AGENCY TO MAKE MODIFICATIONS TO THE SURVEILLANCE USE
POLICY THAT WILL RESOLVE THE OBSERVED PROBLEMS.

§ 42-10. CUMULATIVE ANNUAL REPORT.
(A) IN GENERAL.
NOT LATER THAN APRIL 15 OF EACH YEAR, THE CITY COUNCIL OR ITS APPOINTED
DESIGNEE SHALL RELEASE A CUMULATIVE ANNUAL PUBLIC SURVEILLANCE TECHNOLOGY
REPORT.

(B) REPORT TO BE MADE PUBLICLY AVAILABLE.

THE CUMULATIVE ANNUAL REPORT DESCRIBED IN SUBSECTION (A) OF THIS SECTION SHALL
BE:

(1) MADE PUBLICLY AVAILABLE IN PRINT;

(2) POSTED ON THE CITY COUNCIL’S PUBLIC WEBSITE; AND

(3) SUBMITTED TO THE DEPARTMENT OF LEGISLATIVE REFERENCE FOR RETENTION.
(C) CONTENTS OF REPORT.

THE CUMULATIVE ANNUAL REPORT MUST CONTAIN THE FOLLOWING INFORMATION FOR
THE PREVIOUS CALENDAR YEAR:

(1) THE NUMBER OF REQUESTS FOR FUNDING, ACQUISITION, OR USE OF SURVEILLANCE
TECHNOLOGY THE CITY COUNCIL RECEIVED;

(2) THE NUMBER OF REQUESTS FOR FUNDING, ACQUISITION, OR USE OF SURVEILLANCE
TECHNOLOGY THE CITY COUNCIL APPROVED;

(3) THE NUMBER OF REQUESTS FOR FUNDING, ACQUISITION, OR USE OF SURVEILLANCE
TECHNOLOGY THE CITY COUNCIL REJECTED;

(4) THE NUMBER OF TIMES THE CITY COUNCIL REQUIRED MODIFICATIONS TO A
SURVEILLANCE IMPACT REPORT OR SURVEILLANCE USE POLICY BEFORE
APPROVING A REQUEST FOR FUNDING, ACQUISITION, OR USE OF SURVEILLANCE
TECHNOLOGY; AND

(5) ALL ANNUAL SURVEILLANCE REPORTS SUBMITTED AS REQUIRED BY § 42-9 OF THIS
SUBTITLE {“ANNUAL SURVEILLANCE REPORTS”} AND WHERE EACH REPORT CAN
BE ACCESSED.
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§ 42-11. REMEDIES.
(A) IN GENERAL.

AN INDIVIDUAL ALLEGING A VIOLATION OF THIS SUBTITLE MAY BRING A CIVIL ACTION
AGAINST THE OFFENDING AGENCY.

(B) DAMAGES.

AN INDIVIDUAL WHO PREVAILS IN A CIVIL ACTION UNDER THIS SECTION MAY RECOVER FOR
EACH VIOLATION:

(1) AGAINST AN AGENCY THAT NEGLIGENTLY VIOLATED A PROVISION OF THIS
SUBTITLE, $1,000 OR ACTUAL DAMAGES, WHICHEVER IS GREATER;

(2) AGAINST AN AGENCY THAT INTENTIONALLY OR RECKLESSLY VIOLATED A
PROVISION OF THIS SUBTITLE, $5,000 OR ACTUAL DAMAGES, WHICHEVER IS
GREATER;

(3) REASONABLE ATTORNEY’S FEES AND COSTS, INCLUDING EXPERT WITNESS FEES
AND OTHER LITIGATION EXPENSES; AND

(4) OTHER RELIEF, INCLUDING AN INJUNCTION, AS THE COURT MAY DETERMINE
APPROPRIATE.

§ 42-12. WHISTLEBLOWER PROTECTIONS.
(A) IN GENERAL.
NO AGENCY OR ANYONE ACTING ON BEHALF OF AN AGENCY MAY PENALIZE AN EMPLOYEE
OR APPLICANT FOR EMPLOYMENT FOR BEING A WHISTLEBLOWER, AS DEFINED BY §42-1
{“DEFINITIONS”} OF THIS SUBTITLE BY:

(1) TAKING A PERSONNEL ACTION WITH RESPECT TO THE EMPLOYEE OR APPLICANT FOR
EMPLOYMENT;

(2) FAILING TO TAKE A PERSONNEL ACTION WITH RESPECT TO THE EMPLOYEE OR
APPLICANT FOR EMPLOYMENT; OR

(3) THREATENING TO TAKE OR FAIL TO TAKE A PERSONNEL ACTION WITH RESPECT TO
THE EMPLOYEE OR APPLICANT FOR EMPLOYMENT.

(B) INCLUSIONS.

FOR THE PURPOSES OF THIS SUBTITLE, PERSONNEL ACTIONS INCLUDE DISCRIMINATING
AGAINST AN EMPLOYEE OR APPLICANT FOR EMPLOYMENT WITH RESPECT TO:

(1) COMPENSATION;

(2) TERMS OR CONDITIONS OF EMPLOYMENT;
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(3) ACCESS TO INFORMATION;
(4) DUE PROCESS RIGHTS;
(5) PRIVILEGES OF EMPLOYMENT; OR
(6) CIVIL OR CRIMINAL LIABILITY.
§ 42-13. DELETION AND DESTRUCTION REQUIREMENT.
(A) IN GENERAL.
ANY DATA OR ANY OTHER INFORMATION CREATED OR COLLECTED IN VIOLATION OF THIS
SUBTITLE, AND ANY DATA OR INFORMATION DERIVED THEREFROM, SHALL BE
IMMEDIATELY DELETED AND DESTROYED, AND MAY NOT:
(1) BE OFFERED AS EVIDENCE BY ANY CITY AGENCY IN ANY CRIMINAL OR CIVIL
ACTION OR PROCEEDING AGAINST ANY MEMBER OF THE PUBLIC, EXCEPT AS
EVIDENCE OF THE VIOLATION OF THIS SUBTITLE; AND
(2) BE VOLUNTARILY PROVIDED TO ANOTHER PERSON OR ENTITY FOR USE AS
EVIDENCE OR FOR ANY OTHER PURPOSE.
(B) EXCEPTION.
IF DATA OR OTHER INFORMATION THAT WAS CREATED OR COLLECTED IN VIOLATION OF
THIS SUBTITLE MAY BE MATERIAL TO THE DEFENSE IN A CRIMINAL PROSECUTION, A COPY
OF THE RELEVANT, POTENTIALLY MATERIAL DATA OR OTHER INFORMATION SHALL BE
PROVIDED TO THE DEFENDANT BEFORE IT IS DELETED AND DESTROYED.
§ 42-14. CONFLICTING CONTRACTUAL AGREEMENTS PROHIBITED.
(A) IN GENERAL.

THE CITY OR ANY CITY AGENCY MAY NOT ENTER INTO ANY CONTRACT OR OTHER
AGREEMENT THAT CONFLICTS WITH THE PROVISIONS OF THIS SUBTITLE.

(B) CONFLICTING PROVISIONS.
ANY PROVISIONS IN ANY CONTRACT OR OTHER AGREEMENT, INCLUDING NON-DISCLOSURE
AGREEMENTS, THAT CONFLICT WITH THE PROVISIONS OF THIS SUBTITLE, ARE VOID AND
LEGALLY UNENFORCEABLE.

(C) PRIOR CONFLICTS.
PROVISIONS IN CONTRACTS OR AGREEMENTS SIGNED PRIOR TO THE ENACTMENT OF THIS

SUBTITLE THAT CONFLICT WITH THE PROVISIONS OF THIS SUBTITLE ARE VOID AND
UNENFORCEABLE TO THE EXTENT PERMITTED BY LAW.
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§ 42-15. CERTAIN PUBLIC-PRIVATE CONTRACTS PROHIBITED.
(A) IN GENERAL.

THE CITY OR ANY CITY AGENCY MAY NOT ENTER INTO ANY CONTRACT OR OTHER
AGREEMENT THAT FACILITATES THE RECEIPT OF:

(1) THE RECEIPT OF PRIVATELY GENERATED OWNED SURVEILLANCE DATA FROM ANY
NON-GOVERNMENTAL ENTITY; AND

(2) THE PREVISION OF GOVERNMENT GENERATED AND OWNED SURVEILLANCE DATA
TO ANY NON-GOVERNMENTAL ENTITY.

(B) PRIOR CONTRACTS.

ANY CONTRACTS OR AGREEMENTS THAT VIOLATE THIS SECTION THAT WERE SIGNED BY
THE CITY PRIOR TO THE ENACTMENT OF THIS SUBTITLE SHALL BE TERMINATED AS SOON AS
LEGALLY POSSIBLE.

SECTION 2. AND BE IT FURTHER ORDAINED, That no later than 120 days following the
effective date of this Ordinance, any unit of City government seeking to continue the use of any
surveillance technology that was in use prior to the effective date of this Ordinance, or the
sharing of surveillance data therefrom, must commence the City Council approval process
described in this Ordinance.

SECTION 3. AND BE IT FURTHER ORDAINED, That if the City Council has not approved the
continuing use of the surveillance technology, within 180 days of its submission to the City
Council, the governmental unit shall cease its use of the surveillance technology and the sharing
of surveillance data therefrom until the governmental unit obtains City Council approval in
accordance with this Ordinance.

SECTION 3. AND BE IT FURTHER ORDAINED, That this Ordinance takes effect on the 90" day
after the date it is enacted.
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